


Biostream is a sequence of biomedical signal samples that are
continuously gathered by a WMS for medical diagnosis and
therapeutic purposes. The most important difference between
a Biostream and a biometric trait is that a Biostream alone
does not have enough discriminatory power to distinguish
individuals. Thus, an authentication decision based on a
single Biostream, e.g., body temperature or blood pressure,
is unlikely to be sufficiently discriminative. However, when
multiple Biostreams are combined into a BioAura, it leads to
a powerful continuous authentication scheme.

Our key contributions can be summarized as follows:

1) We suggest a list of design requirements for any contin-
uous authentication system.

2) In order to analyze the discriminatory power of BioAura,
we propose a continuous authentication system based
on BioAura (called CABA) and investigate it from both
accuracy and scalability perspectives.

3) We suggest an adaptive authorization scheme and de-
scribe how it can be used to alleviate user inconve-
niences associated with the use of continuous authen-
tication systems that might falsely reject the user.

4) We describe various possible attacks against the pro-
posed continuous authentication system along with sev-
eral countermeasures to prevent such attacks.

The rest of the paper is organized as follows. Section
Il describes the requirements that should be targeted in the
design of continuous authentication systems and discusses
how CABA addresses such requirements. Section 111 describes
BioAura and the Biostreams that form the proposed BioAura.
Section IV discusses the scope of CABA applications. Sec-
tion V describes the CABA prototype and our experimental
setup. Section VI investigates CABA from both accuracy and
scalability perspectives. Section VII describes how CABA
can support identification, i.e., the process of recognizing a
user without knowing his user ID. Section VIII presents an
adaptive authorization scheme that can be used along with
CABA to enhance user convenience. Section 1X discusses
possible attacks against the proposed authentication system
and describes different countermeasures against each attack.
Section X discusses related work and compares CABA with
previously-proposed continuous authentication systems. Sec-
tion X1 briefly describes possible privacy concerns surrounding
the use of biomedical signals, how CABA can be used as a
stand-alone one-time authentication system, and the effects of
temporal conditions on authentication results. Finally, Section
XII concludes the paper.

I1. DESIRABLE AUTHENTICATION REQUIREMENTS

In this section, we first describe the desirable requirements
that every continuous authentication system must satisfy. Then,
we discuss how CABA addresses such requirements.

A. Design-octagon

Even though several continuous authentication systems have
been proposed in the past, they have not been evaluated against
a comprehensive list of design requirements. A few studies,
e.g., [12]-[14], consider a small set of requirements, e.g., cost

and accuracy. However, there is no standard list of design
requirements that a continuous authentication system must
satisfy. We suggest such a list below. We call it the Design-
octagon since it comprises eight design requirements (Fig. 1):

Authentication
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Passiveness

Fig. 1. Design-octagon: Desiderata for a continuous authentication system.

Passiveness: A user-friendly system must not require frequent
user involvement [15]. For example, if the authentication
system asks the user to re-enter his credentials often, it may
be quite annoying to the user [13].

Availability: The system should provide a reliable authenti-
cation system at all time instances [13]. Lack of continuous
availability is a significant drawback of several previously-
proposed continuous authentication systems — they may often
fail due to a lack of sufficient information [16]. For instance, a
keyboard-based system may unintentionally reject a legitimate
user when he is watching a movie and not using the keyboard.
High accuracy: Undoubtedly, the most important requirement
of every authentication system is high accuracy. The system
should be able to confidently and accurately distinguish legit-
imate users from impostors, and reject impostors’ requests.
Scalability: The system should be able to handle a growing
amount of work when the number of users increases [3].
In particular, its time and space complexity should increase
modestly with an increase in the number of users [17].
Efficiency: A short response time, i.e., the time required to
capture a test sample, process it, and provide a decision, is
very desirable for two reasons. First, it is desirable for the
system to quickly authenticate a legitimate user and reject an
impostor to ensure user convenience [3]. Second, security may
also suffer if there is an appreciable delay. For example, if
authorization takes five minutes, an impostor may be able to
control the system and access restricted resources in that five-
minute timeframe, while the system is still processing.

Low cost: Cost is an important factor in authentication
systems used in low-security environments, e.g., in personal
computers [13], [18]. In such environments, the cost of adding
or modifying the authentication system should ideally be neg-
ligible. Thus, systems that do not need extra peripherals, such
as retina scanners, would be generally preferred. However,
for highly-secure environments, e.g., military bases, expensive



authentication systems could be deployed [14].

Stability: Any trait that is recorded for processing for au-
thentication purposes must ideally have only slight changes or
maintain its pattern over a certain time period [18], [19].
Extensibility: The authentication system should be able to
function on a wide variety of devices regardless of underlying
hardware. Ideally, the system should not require dedicated
hardware. One of the advantages of password-based authen-
tication is that it can be easily extended to protect a large
number of systems, devices, and resources with minimal
system maodification [3].

B. Addressing desirable requirements

In this subsection, we describe how CABA ensures all of
the requirements discussed above.
Passiveness: In CABA, passiveness is addressed through the
use of WMSs. These are small and compact sensors that are
specifically designed to take the passiveness requirement into
account, since continuous health monitoring needs to mini-
mize user involvement. Thus, passiveness is not only a very
desirable requirement for continuous authentication, but also
a significant consideration in designing WMSs. Unfortunately,
major biometrics-based systems, e.g., fingerprint-based, do not
provide a high level of passiveness.
Availability: The use of WMSs as capture devices also ensures
a continuous stream of information since this is also required
for continuous health monitoring. However, neither biomet-
rics nor behaviometrics guarantees availability. For example,
keyboard/mouse-based continuous authentication systems fail
when the user stops using the dedicated peripherals.
Accuracy: The accuracy of CABA is extensively investigated
in Section VI in various experimental scenarios. Section X
demonstrates that the accuracy of CABA, which is based on an
ensemble of weakly discriminative Biostreams, is comparable
to previously-proposed systems, which are based on strong
biometrics.
Scalability: The scalability of CABA is investigated in Section
VI based on two scalability metrics (time complexity and
space complexity). Our analysis shows that an increase in the
number of users can be easily handled in this system.
Efficiency: Authentication can be done in a few milliseconds.
For each authentication attempt, the user can immediately
provide the required data since the data are already collected
using WMSs. The efficiency of the system is described in more
detail in Section VI.
Low cost: As discussed later in Section Ill, the proposed
BioAura consists of Biostreams that are collected for continu-
ous health monitoring. If the user is already using a continuous
health monitoring system, CABA can offer continuous authen-
tication with minimal cost.
Stability: Our investigations of different Biostreams and their
high authentication accuracy over different timeframes demon-
strate that the collected Biostreams maintain their pattern over
time. Therefore, they can be used as authentication traits.
Extensibility: By decoupling the collection of Biostreams
from the authenticating device, CABA can be implemented in
any general-purpose computing device with sufficient mem-
ory capacity and computation power. Unfortunately, neither

biometrics- nor behaviometrics-based systems provide signifi-
cant extensibility. For example, the nature of keyboard/mouse-
based authentication schemes inherently limits their appli-
cations, i.e., they can only be used for implementing an
authentication mechanism in a system that has a keyboard or
a mouse.

I11. BIOAURA

In this section, we first briefly describe how Biostreams can
be collected using WMSs. Then, we discuss which Biostreams
constitute the BioAura.

As mentioned earlier, BioAura is an ensemble of
Biostreams, which are gathered by WMSs for medical di-
agnosis and continuous health monitoring. The most widely-
used scheme for continuous health monitoring consists of two
classes of components: (i) WMSs and (ii) a base station [20].
All WMSs transmit their data to the base station either for
further processing or long-term storage. In recent years, smart-
phones have become the dominant base station since they are
powerful and ubiquitous, and their energy resources are less
limited relative to WMSs [20], [21]. Fig. 2 illustrates a simple
continuous health monitoring system that consists of several
small lightweight WMSs, which transmit their biomedical data
to the smartphone over a Bluetooth communication link.

Smartphones can perform simple preprocessing to extract
values of some important features from the data, and transmit
those values. In CABA, the smartphone first executes a very
simple feature extraction function that computes the average
value of the samples in each Biostream over the last one-
minute timeframe of data. Then, it only transmits a feature
vector that contains these average values.
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Fig. 2. A continuous health monitoring system consisting of several small
lightweight WMSs that transmit biomedical data to the smartphone.

As mentioned earlier in Section I, with the expected
widespread use of WMSs, CABA can be used to provide a
continuous authentication system as a side benefit of con-
tinuous health monitoring systems. Our proposed BioAura



consists of Biostreams that are essential for routine continuous
health monitoring, and their collection needs minimum user
involvement. Such Biostreams are expected to be included in
long-term continuous health monitoring systems.

Table I shows the most widely-used Biostreams, their
abbreviations/notations used in the medical literature, and
their units [20], [22]. In this paper, we exclude the first three
ones from the proposed BioAura, and include the other nine.
Next, we discuss why the three Biostreams are excluded.
Electroencephalogram (EEG): EEG is excluded from
BioAura because it cannot be conveniently captured. The
current method for capturing EEG requires the user to wear
a cap. Moreover, its capture devices cannot be miniaturized
further because electrodes need to form a minimum diameter
to be noise-robust [23].

Electrocardiogram (ECG): Even performing a low-
complexity feature extraction on one minute of ECG signals
requires at least 400 more operations than performing a
simple statistical feature extraction, e.g., averaging, on the
respiratory rate values [24]. This would place a significant
computational and energy demand on battery-powered devices
such as smartphones and wearables. If we try to avoid the
preprocessing, i.e., feature extraction, on the smartphone and
just transmit the ECG signals to the authentication system,
this would also entail significant energy consumption since
ECG waveforms contain at least 200 samples/s [20], [25].
Blood glucose (BG): BG is excluded because currently the
devices that measure BG are invasive, i.e., they require a
sample of the user’s blood.

Although we have currently used nine Biostreams to form
the BioAura in the prototype implementation, CABA need
not necessarily be limited to these nine. As other compact
WMSs become available in the future, they could also be
made part of the BioAura.

TABLE |
BIOSTREAMS, THEIR ABBREVIATIONS/NOTATIONS, AND UNITS

Biostream Abbreviations/Notations Unit
Electroencephalogram EEG \Y
Electrocardiogram ECG \Y
Blood glucose BG mg=dL
Arterial systolic blood pressure ABPSYS mmHg
Arterial diastolic blood pressure ABPDIAS mmHg
Arterial average blood pressure ABPMEAN mmHg
Heart rate HR 1=min
Pulmonary systolic artery pressure PAPSYS mmHg
Pulmonary diastolic artery pressure PAPDIAS mmHg
Body temperature T Celsius
Oxygen saturation SPO2 %
Respiratory rate RESP 1=min

IVV. SCOPE OF APPLICATIONS

In this section, we describe the possible applications of
CABA. The concept of continuous authentication based on
BioAura can be used to protect (i) personal computing devices

and servers, (ii) software applications, and (iii) restricted
physical spaces. Next, we conceptually describe how CABA
can be used to protect each domain.

Computing devices, e.g., personal computers, laptops,
tablets, and cell phones, or servers can employ two different
approaches to utilize CABA: (i) they can use their own
computing resources to implement a stand-alone version of
CABA, or (ii) they can simply use decisions made by a version
of the scheme implemented on a trusted server. We investigate
both approaches.

Example 1: Suppose a tablet wants to authenticate its
user. The tablet may be unable to dedicate its limited mem-
ory/energy resources to support the whole authentication pro-
cess. In such a scenario, it can use decisions made by a
trusted server running CABA. Fig. 3 illustrates this scenario.
When the user tries to unlock the tablet, it informs the user’s
smartphone. The smartphone asks the trusted server to open a
secure communication channel. The smartphone then sends the
information required for specifying the device that needs to be
unlocked, e.g., the tablet ID, along with the information that
needs to be processed to authenticate the user, e.g., the user ID
and a preprocessed frame of data points from his BioAura, to
the trusted server. The server then authenticates the user and
sends this decision to the tablet. After initial login, the trusted
server demands fresh data points at certain intervals.

Example 2: Suppose the user wants to login to his personal
computer. In this case, the computer has enough computational
power and energy capacity to implement a stand-alone version
of CABA. This case is similar to the one in Example 1, except
that there is no need for a trusted server (Fig. 4).

Fig. 3. The tablet wants to authenticate the user. The vertical arrows depict
the timeline.

Similarly, CABA has the potential to provide continuous
authentication for applications that need strong authentication,
e.g., e-commerce applications. Its authentication decisions can
be made on the same device that runs the application or on a

































